Appendix G: Audit Database
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Introduction
The Audit Database was created to provide a record of DIOnAS database administration and pipeline processing events.  It is separate database from the DIOnAS operations database, which preserves the archive inventory but contains very little  processing history.  The Audit Database provides an audit trail of modifications to the contents of DIOnAS operations database that were performed outside of the DIOnAS application. (i.e., manually performed changes to the DIOnAS database)  The Audit Database also keeps a log of significant pipeline processing events.  The DIOnAS application software generates log entries when certain pipeline processing events occur.  These log entries are written to the Audit Database via an Oracle stored procedure.  The events logged in this manner include: DIOnAS job starts and completions, DIOnAS processing phase starts and completions, and abnormal processing terminations detected by the job manager.

The Audit Database resides in a single DIOnAS database schema containing four tables as follows:

 AUD_CASID: Audit CASID Table - Mirror of the CASID table in the production database.  It records changes to the CASID table that are made external to the DIOnAS application.  

 AUD_JOB: Audit JOB Table - Mirror of the JOB table in the production database.  It records changes to the JOB table that are made external to the DIOnAS application.

 AUD_RAID_FILES: Audit RAID_FILES Table - Mirror of the RAID_FILES table in the production database.  It records changes to the RAID_FILES table that are made external to the DIOnAS application.

 EVENT_LOG: Processing event log table - Records significat processing events.  (e.g., starting and stopping of processing phases)  The DIOnAS application generates logging messages which are written into this table.
Audit Database Physical Model
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Audit Database Table Summary Report
	Table Name
	Table Type
	Primary Keys
	# Col

	AUD_CASID
	Independent
	
	17

	AUD_JOB
	Independent
	
	10

	AUD_RAID_FILES
	Independent
	
	10

	EVENT_LOG
	Independent
	
	4


Audit Database Table Detail Reports
AUD_CASID
	Table Name
	AUD_CASID

	Primary Keys
	

	Definition
	Mirror of the CASID table in the production database.  It records changes to the CASID table that are made external to the DIOnAS application.


Columns 
	Column Name
	Domain
	Datatype
	Null
	Definition

	CASID
	
	NUMBER(0, 0)
	N
	See CASID.CASID in DIOnAS operations database.

	ASID
	
	CHAR(14)
	N
	See CASID.ASID in DIOnAS operations database.

	JOB_SEQ
	
	NUMBER(0, 0)
	N
	See CASID.JOB_SEQ in DIOnAS operations database.

	NSSDC_COLLID
	
	VARCHAR2(15)
	N
	See CASID.NSSDC_COLLID in DIOnAS operations database.

	PROP_FLAG
	
	CHAR(1)
	N
	See CASID.PROP_FLAG in DIOnAS operations database.

	DATA_START
	
	DATE
	Y
	See CASID.DATA_START in DIOnAS operations database.

	DATA_STOP
	
	DATE
	`
	See CASID.DATA_STOP in DIOnAS operations database.

	AIP_SIZE
	
	NUMBER(0, 0)
	Y
	See CASID.AIP_SIZE in DIOnAS operations database.

	AIP_CRC
	
	NUMBER(0, 0)
	Y
	See CASID.AIP_CRC in DIOnAS operations database.

	AIP_NAME
	
	VARCHAR2(255)
	N
	See CASID.AIP_NAME in DIOnAS operations database.

	SCIENCE_FILE
	
	VARCHAR2(255)
	N
	See CASID.SCIENCE_FILE in DIOnAS operations database.

	QUAL_STAT
	
	NUMBER(10, 0)
	N
	See CASID.QUAL_STAT in DIOnAS operations database.

	DML_TYPE
	
	VARCHAR2(6)
	Y
	Database modification type  (update, delete, etc)

	DML_TIME
	
	DATE
	Y
	Date/time of the manual database operation

	ROW_ID
	
	VARCHAR2(18)
	Y
	Unique Oracle database row identifier

	DML_USER
	
	VARCHAR2(10)
	Y
	Oracle username used when making the manual modification

	REASON_CODE
	
	NUMBER(0, 0)
	Y
	Code identifying the reason for the manual database modification.  Code values TBD.


Defaults, Rules and Check Constraints 
	Column
	Type
	Name
	Restriction

	QUAL_STAT
	Default
	
	-1


Foreign Keys 
	Parent Table
	Child Table
	Type
	Relationship Name


AUD_JOB
	Table Name
	AUD_JOB

	Primary Keys
	

	Definition
	Mirror of the JOB table in the production database.  It records changes to the JOB table that are made external to the DIOnAS application.


Columns 
	Column Name
	Domain
	Datatype
	Null
	Definition

	JOB_SEQ
	
	NUMBER(0, 0)
	N
	See CASID.JOB_SEQ in DIOnAS operations database.

	LIST_FILE
	
	VARCHAR2(255)
	N
	See CASID.LIST_FILE in DIOnAS operations database.

	JOB_START
	
	DATE
	N
	See CASID.JOB_START in DIOnAS operations database.

	JOB_END
	
	DATE
	Y
	See CASID.JOB_END in DIOnAS operations database.

	CATEGORY
	
	CHAR(1)
	Y
	See CASID.CATEGORY in DIOnAS operations database.

	DML_TYPE
	
	VARCHAR2(6)
	Y
	Database modification type  (update, delete, etc)

	DML_TIME
	
	DATE
	Y
	Date/time of the manual database operation

	ROW_ID
	
	VARCHAR2(18)
	Y
	Unique Oracle database row identifier

	DML_USER
	
	VARCHAR2(10)
	Y
	Oracle username used when making the manual modification

	REASON_CODE
	
	NUMBER(0, 0)
	Y
	Code identifying the reason for the manual database modification.  Code values TBD.


Defaults, Rules and Check Constraints 
	Column
	Type
	Name
	Restriction


Foreign Keys 
	Parent Table
	Child Table
	Type
	Relationship Name


AUD_RAID_FILES
	Table Name
	AUD_RAID_FILES

	Primary Keys
	

	Definition
	Mirror of the RAID_FILES table in the production database.  It records changes to the RAID_FILES table that are made external to the DIOnAS application.


Columns 
	Column Name
	Domain
	Datatype
	Null
	Definition

	CASID
	
	NUMBER(0, 0)
	N
	See CASID.CASID in DIOnAS operations database.

	SCIENCE_PATH
	
	VARCHAR2(255)
	N
	See CASID.SCIENCE_PATH in DIOnAS operations database.

	SCIENCE_FILE
	
	VARCHAR2(255)
	N
	See CASID.SCIENCE_FILE in DIOnAS operations database.

	ATTR_PATH
	
	VARCHAR2(255)
	N
	See CASID.ATTR_PATH in DIOnAS operations database.

	ATTR_FILE
	
	VARCHAR2(255)
	N
	See CASID.ATTR_FILE in DIOnAS operations database.

	DML_TYPE
	
	VARCHAR2(6)
	Y
	Database modification type  (update, delete, etc)

	DML_TIME
	
	DATE
	Y
	Date/time of the manual database operation

	ROW_ID
	
	VARCHAR2(18)
	Y
	Unique Oracle database row identifier

	DML_USER
	
	VARCHAR2(10)
	Y
	Oracle username used when making the manual modification

	REASON_CODE
	
	NUMBER(0, 0)
	Y
	Code identifying the reason for the manual database modification.  Code values TBD.


Defaults, Rules and Check Constraints 
	Column
	Type
	Name
	Restriction


Foreign Keys 
	Parent Table
	Child Table
	Type
	Relationship Name


EVENT_LOG
	Table Name
	EVENT_LOG

	Primary Keys
	

	Definition
	


Columns 
	Column Name
	Domain
	Datatype
	Null
	Definition

	JOB_SEQ
	
	NUMBER(10, 0)
	N
	

	DESCRIPTION
	
	VARCHAR2(255)
	Y
	

	JOB_PHASE
	
	NUMBER(10, 0)
	N
	

	EVENT_TIME
	
	DATE
	N
	


Defaults, Rules and Check Constraints 
	Column
	Type
	Name
	Restriction

	JOB_PHASE
	Default
	
	-1

	EVENT_TIME
	Default
	
	SYSDATE


Foreign Keys 
	Parent Table
	Child Table
	Type
	Relationship Name
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